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Republic of Iraq - Ministry of Higher Education and Scientific Research

Middle Technical University

Bachelor's degree in Cybersecurity Technology Engineering (First cycle)

Four years (Eight semesters) - 240 ECTS credits - 1 ECTS =25 hr

Program Curriculum (2024 - 2025)
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SSWL (hr/w) E SSWL | USSWL | SWL Modute | p wsite Modull
Level | Semester [ No. | Module Code Module Name in English Ll ) 3alal) ! xam ECTS odule rerequisite Module(s)
hr/sem Type Code
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE1101 Introduction to Information System Gla glaall plai (A Ladia English 2 1 2 4 79 71 150 6.00 C
2 CSTE1102 Fundamental of Electrical Eng. Al g Atigh ud English 2 2 1 4 79 71 150 6.00 C
3 CSTE1103 Programming Essentials Al sl English 2 1 2 4 79 71 150 6.00 C
One 4 CSTE1104 Mathematics I I cibualy ) English 3 1 3 63 62 125 5.00 S
5 EETC102 Engineering Drawing (il ) English 4 3 63 62 125 5.00 S
6 MTU1006 Democracy & Human Rights ¥ (3 5 g Aol jiayal) Arabic 2 3 33 17 50 2.00 B
Total 11 2 10 0 2 0 21 396 354 750 30.00
SSWL (hr/w) SSWL [ USSWL | SWL .
Semester | No. | Module Code Module Name in English Ll ) BLal) pnal o e [Pl || ek M)
hr/sem Type Code
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
UGI
1 CSTE1201 Digital Logic Design A8 laial) ayaiatl) English 2 2 1 4 79 71 150 | 6.00 C
2 CSTE1202 Ethics for the Information Age Claglral) yae CLBAS English 2 1 3 48 52 100 4.00 C
3 CSTE1203 General Physics Lalal) £l 30 English 2 2 1 4 79 46 125 | 5.00 S
CSTE1204/ L .
i W= ) |
4 CSTE1205 Mathematics II I ezt English 3 1 3 63 62 125 | 5.00 s
Two
5 EETC101 Engineering Workshops Agigh (B8l Arabic 4 4 64 86 150 6.00 S
6 MTU1001 Arabic Language (1) (1) & adl 3l Arabic 2 3 33 17 50 2.00 B
7 MTU1002 English Language (1) (1) Ay 4ot English 1 1 3 33 17 50 2.00 B
Total 12 1 4 4 3 1 24 399 351 750 30




SSWL (hr/w) SSWL | USSWL [ SWL
Level | Semester [ No. | Module Code Module Name in English Al Al Bakall ) e ECTS Roduicy icrcatisitci e dulet)
hr/sem Type Code
CL (hr/w) | Lect (hr/w)|Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE2101 Engineering Mathematics Apatigh cibpdaly English 3 1 3 63 62 125 5.00 S
2 CSTE2102 Electronics Fundamentals i g AN unad English 2 2 4 64 61 125 5.00 S
3 CSTE2103 Linux Essentials oS sl (sdbea English 2 1 3 4 94 56 150 6.00 C
Three 4 CSTE2104 Computer Organization & Architecture Ggalal) & lara g cuS 5 English 2 2 1 4 79 71 150 6.00 C
5 CSTE2105 Data Structure & Algorithms b3l A g i) Jstaa English 3 2 1 4 94 56 150 6.00 C
6 MTU1007 The Crimes of the Baath regime in Iraq Gl A Gl ol ol 2 Arabic 2 3 33 17 50 2.00 B
Total 14 1 9 0 3 0 22 427 323 750 30
SSWL (hr/w) SSWL [ USSWL | SWL
Semester [ No. | Module Code Module Name in English Lpnal ) Balal) ) e e || || R R )
hr/sem Type Code
UG CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE2201 Numerical Analysis & Statistics slaallly dyasel) cdladl) English 2 1 3 48 52 100 4.00 S
2 CSTE2202 Object Oriented Programming Al Ao ) English 2 1 2 4 79 46 125 5.00 C
3 CSTE2203 Microprocessors A8 cladaal) English 3 2 1 4 94 56 150 6.00 C
4 CSTE2204 Communication Fundamentals ey el English 2 2 1 4 79 46 125 5.00 C
Four
5 CSTE2205 Introduction to Database -SQL il a2 58 (8 dadha English 3 2 1 4 94 56 150 6.00 C
6 MTU1003 English Language (2) (2) &y &y English 1 1 3 33 17 50 2.00 B
7 MTU1009 Arabic Language (2) (2) daaad) &Y Arabic 2 3 33 17 50 2.00 B
Total 15 2 8 0 4 0 25 460 290 750 30




SSWL (hr/w) SSWL | USSWL | SWL
Level | Semester [ No. | Module Code Module Name in English Al Al Bkl ) e ECTS Roduicy iercatisitci e dulet)
hr/sem Type Code
CL (hr/w) | Lect (hr/w)|Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE3101 Computer Network Fund I Gpulal) Sl cbmbal English 2 1 2 4 79 46 125 | s.00 C
2 CSTE3102 Information Security & Cryptography i slaall dyial English 2 2 1 4 79 46 125 5.00 C
3 CSTE3103 Digital Signal Processing A 5 Ly Anllae English 2 2 1 4 79 46 125 5.00 C
Five 4 CSTE3104 Software Engineering Sl dwsia English 2 2 1 4 79 46 125 5.00 C
5 CSTE3105 Python Programming Qi) ARl daa ) English 2 1 2 4 79 46 125 5.00 C
6 CSTE31XX Elective I A al Bl English 2 1 2 4 79 46 125 5.00 E
Total 12 3 12 0 2 1 24 474 276 750 30
SSWL (hr/w) SSWL | USSWL [ SWL
UGHII | Semester | No. | Module Code Module Name in English Ll 1) 3al) paad e e || || R R )
hr/sem Type Code
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE3201 Cybersecurity Essentials ) GaY) paabial English 2 1 2 4 79 46 125 5.00 C
2 CSTE3202 Artificial Intelligence Skl sl English 2 2 1 4 79 46 125 5.00 C
3 CSTE3203 Operating Systems ) Aasif English 2 2 1 4 79 46 125 5.00 C
Six 4 CSTE3204 Web Design 5 AN 0 gl apanad English 2 3 4 79 46 125 | 5.00 C
5 CSTE3205 Computer Network Protocols Qoulal) Gl CY S g9 English 2 1 2 4 79 46 125 5.00 C
6 CSTE32XX Elective II s Bala English 2 2 1 4 79 46 125 5.00 E
Total 12 2 13 0 3 0 24 474 276 750 30




SSWL (hr/w) SSWL | USSWL [ SWL
Level | Semester [ No. | Module Code Module Name in English A yal) Bakall ) ey ECTS RIS | e KT
hr/sem Type Code
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE4101 Advanced Cybersecurity piall (A sl ) English 2 1 2 1 4 94 56 150 6.00 C
2 CSTE4102 Network Security il Gal English 2 1 3 4 94 56 150 6.00 C
3 CSTE4103 Cloud Computing L) gl English 2 1 2 4 79 71 150 | 6.00 C
Seven 4 CSTE4104 Cybersecurity Governance ) aY) AaS s English 2 1 1 4 64 61 125 5.00 C
5 CSTE4105 Project Preparation £ 5rhall dlas) English 1 1 3 33 17 50 2.00 S
6 CSTE41XX Elective ITI A s Baka English 2 2 1 4 79 46 125 5.00 E
Total 11 4 9 0 0 4 23 443 307 750 30
UGIV SSWL (hr/w) SSWL | USSWL | SWL
Semester [ No. | Module Code Module Name in English Al ) Bakall el oy ECTS R | e Rt
hr/sem Type Code
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
1 CSTE4201 Ethical Hacking & Penetration Testing ) ARY) @GR g ABNAY) Al il English 2 1 2 1 4 94 56 150 6.00 C
2 CSTE4202 ToT Security Ll i i) 4kl English 2 2 1 1 4 94 56 150 6.00 C
3 CSTE4203 Mobile Security A ganall i gl el English 2 2 1 4 79 46 125 5.00 C
Eight 4 MTU1008 Professional Ethics gl cLByai Arabic 2 1 3 48 27 75 3.00 B
5 CSTE4205 Final Project (gl g g piall English 2 2 1 3 78 47 125 5.00 C
6 CSTE42XX Elective IV A L) sala English 2 2 1 4 79 46 125 5.00 E
Total 10 1 10 2 1 6 22 472 278 750 30
Total 97 16 75 6 18 12 185 3545 2455 6000 240.0 Must be 240 ECTS




SSWL (hr/w) SSWL | USSWL [ SWL
Level | Semester | No. | Module Code Module Name in English Al Al Bkl ) Language f;:cn;l ECTS M;;i:cle Prerequiséts dl:lodule(s)
CL (hr/w) | Lect (hr/w) | Lab (hr/w)| Pr (hr/w) | Tut (hr/w) | Semn (hr/w) hr/sem | hr/sem | hr/sem
CSTE3106 Digital Forensics Bl (Aliadl Jalasl) English 2 3 4 79 46 125 5.00 E
5
CSTE3107 Multimedia Security Sasnciall il ) Cyal English 2 2 1 4 79 46 125 5.00 E
UGIHI
CSTE3206 Wireless Networks Security AL il gyl English 2 2 1 4 79 46 125 5.00 E
6
CSTE3207 Information Theory and Coding Sl g cila glaal) 4y 5 English 2 2 1 4 79 46 125 5.00 E
CSTE4106 Biometric Security s el English 2 2 1 4 79 46 125 5.00 E
7
CSTE4107 Web Applications Security G gl gl ¢yal English 2 2 1 4 79 46 125 5.00 E
UGIvV
CSTE4206 Machine Learning Systems AV alatl) Ak English 2 2 1 4 79 46 125 | 5.00 E
8
CSTE4207 Cloud Security ) el English 2 2 1 4 79 46 125 | 5.00 E




Note: The student should complete 4 weeks of Summer Internships to fullfil the requirements of the Bachelor's degree

CL |Class Lecture B Basic learning activities SWL: |Student Workload

Lab |Laboratory C Core learning activity SSWL: |Structured SWL

Module type

Pr |Practical Training S Suport or related learning activity USSWL: |Unstructured SWL

Structured SWL
(hr/w) type

Tut |Tutorial E Elective learning activity

Lect |Online lecture

Semn |Seminar Note: Columns O, Q and R are progrmaed, protected and should not be edited




